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National Cyber Strategy 

Development & Implementation Framework –

Assessment Phase
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Cyber Strategy Challenges
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▪ Cyber strategy development  

is usually focused at the 

technical level.

▪ A cyber strategy should be 

integrated with national or 

organizational missions. 



MITRE’s Cyber Strategy Capability
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Provides strategic approaches 

to leverage the transformative 

characteristics of cyberspace 

and can be applied to diverse 

organizations and missions. 



Our Methodology - The NCSDI Framework
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We examine 8 strategic 

areas across 2 levels of 

analysis to identify existing 

capacity and future 

aspirations, and to help  

develop approaches for 

closing prioritized gaps. 
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Compared 18 US and 
international cyber 

assessment methodologies

Identified key commonalities 
and best of breed attributes

Applied real-world lessons 
learned from previous 

international strategy work

Developed NCS Framework 
based on the 8 key capability 

areas that emerged
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Overview of the NCSDI Framework: Eight Key Elements

▪ The Framework examines Cyber Strategies 
against eight key elements

▪ Executing the Framework through its Phases 
and Activities helps to determine a nation’s, 
organization’s or region’s…

- Current capacity

- Future goals and aspirations

- Specific actions to help close gaps

- Organizational psychology that affects 
sustained change 
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Cyber Strategy is Implemented From the Ground Up
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Key Partnerships
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NCSDI Framework
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FOUR
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NCSDI Framework Phase 2: Assess 
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In the Assessment phase, we 

determine the nation or 

organization’s current cyber 

capacity and aspirations with 

regard to its context and  

threats, to identify the most 

pressing needs.
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X 1 2 3 4

STRATEGY FOUNDATIONSS 20 13 17 32 2

Documented Cyber Strategy 0 0 0 13 0

Scope of Strategy 2 0 10 1 0

Scope of CISO authority 1 5 0 10 0

CISO access to leadership? 5 5 5 0 0

Interdepartmental communication 9 3 1 1

CYBER POLICY AND GOVERNANCE 23 10 12 22 4

Defined responsibility for national policy 5 3 7 0 1

Network security policy standardization 8 3 1 3 0

Standards for network usage 5 4 1 4 1

Defined responsibility for  ITC 0 0 0 13 0

Asset tracking 5 0 3 2 2

RESOURCING 28 14 20 4 6

Ability to dedicate funds 5 3 2 0 3

Resource allocation schema 6 2 5 1 2

Alignment/integration of cyber funding 6 2 4 3 0

Scope of cyber funding (what’s funded) 4 2 7 0 0

Budget projection timeframe 7 5 2 0 1

RISK MANAGEMENT 24 24 22 22 9

Critical dependency analysis 1 3 3 1 6

Controls for foreign cyber security risks 2 6 3 2 0

Threat/likelihood assessment 2 6 2 5 0

Threat awareness 0 2 5 7 2

Threat communication sources 5 3 6 1 0

Internal/External threat sharing practices 5 1 2 5 1

Self-assessment: nat’l threat sharing 9 3 1 1 0

OPERATIONAL RESILIENCY 41 23 11 7 4

Critical Infrastructure identification 2 1 1 10 4

Critical Infrastructure mapping 5 3 2 0 4

Confidence in secure crit infrastructure 5 2 3 5 0

Contingency planning  5 8 1 0 0

Escalation and response procedures 7 2 4 1 0

CSIRT capabilities   7 7 0 1 0

Cyber defense resources 12 1 1 0 0

KEY PARTNERSHIPS 22 1 6 8 18

Desire for Internal partnerships 7 0 2 1 2

Identification of internal partners 1 1 1 6 5

Desire for International partnerships 4 0 3 0 8

Identification of ext/internat’l partners 10 0 0 1 3

CYBERSECURITY CULTURE AND WORKFORCE 38 55 9 15 2

National leadership emphasis on cyber   4 3 0 6 2

Effectiveness of user awareness training 3 10 1 1 0

Metrics for effectiveness of user security 5 8 1 0 0

Gov’s role in educating private citizens 8 5 1 1 0

Organic availability of cyber workforce 3 12 0 1 0

Workforce development plan 3 5 1 4 0

Determine the country’s current capacity across the 8 Essential Elements…

… in the context of national cyber-related opportunities and risks/threats.

No pre-defined objectives—not a Maturity Model!

Results inform development of national Goals and Priorities 

Tabletop Exercise

Stakeholder Survey 

Preparatory Questions

Interviews 

NCS Framework Phase 2: Assess 
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Phase 2: Products

Strategic 
Foundations

Risk 
Management

Policy, 
Governance, 
Resourcing

Operational 
Resilience & 

Incident Response

Cybercrime
Prevention

Key 
Partnerships

Cyber 
Workforce

• A graphic representation of data 
displays current capacity against 
goals and aspirations

• No right or wrong answers in the 
Assessment Phase

• Scoring is done by a panel on a    
0-4 scale - data in each category   
is rolled up to determine category 
“average”

• Survey data is validated by TTX 
and Preparatory Questions

• Assessment is captured in detailed 
report with Recommendations

Aspirational

Assessed

Public 
Awareness
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High-Level NCS-CMM Comparison Conclusions (2016)

▪ Both NCS and CMM were developed to include the best aspects of other leading strategy 

assessment/development models, so it is not surprising that there is a great deal of 

overlap

▪ In general, the CMM sets a more normative tone in that it uses a single Maturity Model for 

all contexts. The NCSDI is intended to reflect the unique needs and circumstances of a 

given country, without making comparisons to other countries or to a particular standard.

▪ CMM focuses more on national security elements of cyber-security, while the NCSDI 

model also looks at cyber-related economic opportunities and investments, including 

resourcing, in the context of other national needs/goals

▪ Accordingly, NCS uses indicators suggested by other models, such as CRI 2.0’s 

economic context and focus on resourcing, Microsoft’s emphasis on a national risk 

management approach, CCDOE’s focus on strategic goal setting in several 

economic/security areas, etc.
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NCS-CMM Comparison Overview

• The NCSDI model evaluates 8 areas:

• Strategy Foundations

• Policy, Governance, Resourcing

• Risk Management

• Resiliency & Incident Response

• Oxford’s CMM evaluates 5 Key Dimensions:
1. Cyber-security Policy and Strategy

2. Cyber-security Culture and Society

3. Cyber-security Education, Training, and Skills

4. Legal and Regulatory Frameworks

5. Standards, Organizations, and Technologies

• While specific sub-elements vary, there is significant overlap overall between                                    

CMM’s elements and the NCSDI (some elements are grouped differently)

• In two areas (Culture, Education/Training/), the CMM looks at factors (privacy/ 

corporate standards) not directly addressed in the NCSDI, although Privacy 

Protections are addressed in NCSDI under Strategic Foundations (goals)

• NCSDI addresses 2 additional areas of focus as separate categories 

(Resourcing, Risk Management), though he CMM includes risk mgt as an 

element in protection of critical national infrastructure and standards

No directly 
comparable CMM 
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D1-5: Cyber Defence Consideration
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Threat Awareness/Tracking

Breach Notification Process

Information Sharing

Cyber Intelligence Capabilities

Risk Assessment/Mgt

Common Risk Mgt Approach

Risk Assessment Methodology

Risk-Based Prioritization

Culture of Security
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Dimension 2: Cyber culture and society

Promote Public Awareness D2-1: Cyber Security Mind-set

Raise Stakeholder/Leadership Awareness D2-2: Cyber security Awareness

Continuing Education D2-3: Confidence and trust on the Internet

D2-4: Privacy online 

Cyber Workforce

Workforce Technical Capability Dimension 3 - Cyber security edn, training & skills

Cybersecurity Workforce Capacity
D3-1: National availability of cyber educn & training

Pipeline
D3-2: National Development of cyber security educn

D3-3: Corporate training & educnal initiatives within companies

D3-4: Corporate Governance, Knowledge & Stds 

Cyber Crime
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Evidence Handling/Record keeping Dimension 4 - Legal and regulatory frameworks
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Dimension 5: Standards, organisations, and technologies

Regulatory Framework D5-1: Adherence to standards 

Evidence-based  Cybersecurity Stds D5-2: Cyber security coordinating organisations

Consensus-based Internat'l ITC Stds D5-3: Cyber Security marketplace

ITC/Software Procurement Stds D5-4: National Infrastructure Resilience

Security Stds "labeling"/certification

Cyber Insurance Incentives

Governance Framework

Organizational/Mgmt Structures

Stakeholder Roles/Authorities
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Strategy/Policy Implementation
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Policy Eval (KPIs)/Adjustment Cycle
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Coming Soon: Cyber Workforce Development Framework

• Broad survey of tech workforce development approaches

• Nations of various size, economy

• US States with different economic bases

• Development NGOs (World Bank, Gates Foundn)

• Economic Experts (McKinsey, Aspen Institute)

• Cybersecurity SMEs (ISC2, CSIS, NICE)

• Identified commonalities, needs, and best practices in 5 
categories:

• Traditional Education (K-12 and college/university)

• Other Training/Education approaches

• Employer Inputs

• Government Role

• Cultural Factors

• Synthesized into Framework focused on key areas and 
approaches for building cyber workforce capacity
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Assessment is the Beginning…
(Assess, Assist, Develop, and Sustain)

MITRE provides a full range of 
capabilities necessary to support 

the complete CAAP framework

When needed, MITRE partners with 
other organizations or experts to 

augment our staff

Additional information available 
upon request

Org
Effective-

ness

Other
(non-cyber)  

Tech

Legal 
issues

Portfolio 
Mgt

Risk Mgt

Acquis-
ition

Support

Change 
Mgt

Cyber 
Workforce

Partnerships, 
Sharing, & 

Automation

Cyber 
Assessments 
and Testing

Cyber Security 
Systems 

Engineering

Resiliency & 
Cyber Situation 

Awareness

Mobile & 
Emerging 

Technologies

Enterprise & 
Cloud 

Architectures

Critical Enabling 
Security 
Systems

Mission 
Technologies

(e.g., Forensics)

Threat Based 
Operations

(e.g., Threat 
Intel)

Systems Analysis 
& Reverse 

Engineering

Strategy, Policy, 
and 

Governance

MITRE’s Cyber Capabilities
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QUESTIONS?
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